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SIP

RESPUESTAS
PETICIONES  1XX — Provisionales
* INVITE e 2XX — Exitosa
* ACK e 3XX — Redireccidn
* BYE '
 4XX - Error de cliente
* CANCEL e 5XX — Fallas del Servidor
* REGISTER

e 6XX — Fallas Globales
e OPTIONS
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Bob SIP Server

|
REGISTER F1 |
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F1 REGISTER Bob -> SIP Server

REGISTER sips:ss2.biloxi.example.com SIP/2.0

Via: SIP/2.0/TLS
client.biloxi.example.com:5061;branch=z29hG4bK
nashds?7

Max-Forwards: 70

From: Bob
<sips:bob@biloxi.example.com>;tag=a73kszlfl

To: Bob <sips:bob@biloxi.example.com>
Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com
CSeq: 1 REGISTER

Contact: <sips:bob@client.biloxi.example.com>
Content-Length: 0



F2 401 Unauthorized SIP Server -> Bob

SIP/2.0 401 Unauthorized

Via: SIP/2.0/TLS
client.biloxi.example.com:5061;branch=z9hG4bKnashds7

'received=192.0.2.201

From: Bob <sips:bob@biloxi.example.com>;tag=a73kszIfl
To: Bob <sips:bob@biloxi.example.com>;tag=1410948204
Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 1 REGISTER

WWW-Authenticate: Digest realm="atlanta.example.com”
gop="auth",

nonce="ea9c8e88df84f1lcec4341aebcbe5a359",
opaque="", stale=FALSE, algorithm=MD5
Content-Length: O



F3 REGISTER Bob -> SIP Server

REGISTER sips:ss2.biloxi.example.com SIP/2.0

Via: SIP/2.0/TLS
client.biloxi.example.com:5061;branch=z29hG4bKnashd92

Max-Forwards: 70

From: Bob <sips:bob@biloxi.example.com>;tag=ja743ks76zIflH
To: Bob <sips:bob@biloxi.example.com>

Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 2 REGISTER

Contact: <sips:bob@client.biloxi.example.com>

Authorization: Digest username="bob",
realm="atlanta.example.com"

nonce="ea9c8e88df84flcec4341aebcbe5a359", opaque="",
uri="sips:ss2.biloxi.example.com”,
response="dfe56131d1958046689d83306477ecc"
Content-Length: O



F4 200 OK SIP Server -> Bob

SIP/2.0 200 OK

Via: SIP/2.0/TLS
client.biloxi.example.com:5061;branch=z9hG4bKnashd
92

‘received=192.0.2.201

From: Bob
<sips:bob@biloxi.example.com>;tag=ja743ks76zIfIH

To: Bob
<sips:bob@biloxi.example.com>;tag=37GkEhwl6

Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 2 REGISTER

Contact:
<sips:bob@client.biloxi.example.com>;expires=3600

Content-Length: 0



SDP

c=IM IP4 13721712

m=video 51372 RTR/ZAWE 31

a=crypto AES_ChW_128_HMAC _SHAT 32

Inline: Wi T 9z 201 JdGwgkl Chgewloy WA LDpY Crvu b GYz 22201014

c=IM P4 126.14.11.9

m=video 53761 RTR/SAWE 31

a=crypto AES CM 128 HMAC SHAT 32

inline:PSTuld Cvee CF CanvmekpPywNWheY DOmxxtxaVBR[Z2A20(1:4
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New Denial of Service Vulnerability on Cisco
Unified Communications Manager

Posted by valeri

Cisco Unified Communications
Manager Denial of Service Vulnerability
the Level of the attack is moderately
critical. It is between 3 and 5. The
attacker could launch the attack
remotely. This Yulnerability concerns
CUCM version 5.

There are only

1. Some vulnerabilities have been 20 ooo
SRS 2o A

reported in Cisco Unified
Communications Manager. &n
attacker could start Denial of Service
(DoS) attacks to the Cisco CUCM
version S, 1Pexpert com

An error in the handling of SIP INVITE messages can be used to complete a
review and disrupt voice services,

in the world

2. An error in the interpretation of network connections can be exploited to
prevent further connections to system services, which are furnished by the
creation of a large number of TCP connections with an affected system.

3. Two errors in the processing of SIP and SCCP packets can be exploited to
the SIP port in the vicinity (S060/TCP and S061/TCP) and SCCP port (2000/TCP
and 2443/TCP) in the Flood affected system with a TCP packet.

Up to the date of this article, Cisco Systems does not have released a patch to
circurnvent this issue.

Note: Cisco Unified Communications

Manager is an enterprise-class IP A
telephony call-processing system that Identify and block DDOS attacks
automatically and in real time.

provides traditional telephony features | . riorey.com

The DDOS Specialist
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= our Local FBI Office
- Owerseas Offices

= Submit & Crime Tip

- Report Internet Crime
= More Contacts

Learn About Us

- @uick Facts

=hat We Investigate

- Matl. Security Branch

= Information Technalogy
- Fingerprints & Training
- Laborstory Services

- Reports & Publications
- Histaory
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THE LATEST PHONE SCAM
Targets Your Bank Account

0B/21/10

Imagine getting hundreds or thousands of calls
on your harme, business, or cell phone, tying up
the lines. And when you answer, you hear
anything from dead air to recorded messages,
advertisemnents, or even phone sex menus.

It's annoying, no doubt. But it could be mare
than that—it could be a sign that you're being
victimized by the latest scam making the rounds.
This "telephone denial-of-serice attack” could be
the precursor to a crime targeting your bank
accounts.

Denial-of-service attacks, by themselves, are
nothing new—computer hackers use thern to take down websites by flooding thern with large
amounts of traffic.

In a recent twist, criminals have transferred this activity to telephones, using automated
dialing programs and multiple accounts to overwhelm the phone lines of unsuspecting citizens.

Why are they daing it? Turns out the calls are simply a diversionary
tactic: while the lines are tied up, the criminals—masquerading as the
wictims thermsehes—are raiding the victims' bank accounts and online trading or other maney
management accounts.

SHARE  w® 20 4

Here, in a nutshell, is how the whole thing works:

= YWeeks or months before the phone calls start, a criminal uses social engineering tactics
or malware to elicit personal infarmation from a wictim that this person’s bank or financial

institution would have—like account numbers and passwords, Perhaps the victim
] ] 4 L. HI Ll ry H* 7 'Y H = 4 HH
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Graves on SOHO Technology

End User Perspective On SOHO Technology

Amazon Responds About SIP Attacks From EC2

mjgraves | April 23, 2010

On April 18th Amazon finally
responded puhlicly with respect to the “ m m‘
S5IP attacks recently suffered from migraves on A Talk In The Clouds:

hosts within their EC2 service. Their powered by Asterisk on EC2

Oliver on ATalk In The Clouds: Asterisk

response comes in the form of an
amazon .-
ir # y Cente web serViceSTM George Jones on HDVoice In Support o
Radio: Tieline At TAB 2010
mjgraves on The Mythical POTS
Advantage: Line Powered Phones

George Pajari on The Mythical POTS
Advantage: Line Powered Phones

Recent Comments

Making Use Of HDVoice Right
Now!
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Tony's Bleg » WolP Attack Rings Up $120,000 Phone Bill

VolIP Attack Rings Up $120,000 Phone Bill ( ‘

]
An Australian company received quite a shock when they got their phone bill and found that it was $120,000 higher than they TOI‘I‘_‘{ S Elﬂg
expected. Investigators determined that attackers were able to access the companies phone system and place over 11,000 Home
unauthorized international calls within a window of about 2 days.

About
The reports 5o far seemn a little light on details. It does seem though that the attackers compromised both traditional PBX Contact
and VolP systems. Toll fraud of this type has been around long before YolP came into existence. In some cases, attackers
are able to use social engineering tactics to frick a receptionist or employee into redirecting their call to an outside line.
However insufficient or inadequate security controls can also be exploited by attackers to allow their unauthorized devices to
place calls through the systemn. Or, in some cases attackers may just directly attack the VolP server and gain access which
would allow them to change configuration settings and authorize any devices they choose. Syndication
Again- toll fraud and some other attacks common to VolP security have been around since Alexander Graham Bell invented
the phone. The threats and the attacks themselves are not new to VolP. However, the convergence of VolP onto the same IP R5S for Posts
netwaork shared by the rest ofthe network and the public Internet means that the voice systems are much more accessible Atam

and that it is easier to automate attacks and execute therm more quickly. RSS for Comments

Companies employing VolP solutions should begin by realizing that their VolP hardware and software need to be protected Ernail Motifications

at leastthe same as other servers and applications on their data network. In addition, VolP communications should be wour Email Address 2o
encrypted to prevent eavesdropping or call interception. Attackers might be able to gather information from unencrypted VolP
data packets that will allow themn to compromise the VolP system. One of the best defenses againstthis simple attack
though is diligent monitoring. Call logs should be reviewed on a regular basis, or better yet some sort of VolP IPS ar
anomaly detection system to automatically monitor activity and notify administrators andfor block suspicous activity when
anomalies are detected.

Recent Posts

Posted Jan 25 2009, 0727 AM by Tony Bradley

Filed under: WolP, VolP security, encryption, social engineering, monitor call logs, toll fraud Protecting Mobile Devices

Who |Is Responsible for VolP Security’
Comments SIP Over TLS
Predictions for 2009
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SCITECH HOME Hacker Sticks Company With $43,000 Phone Bill GSaSiilRs

s x TOP VIDEOS

Tuesday, December 23, 2008 | FoxNews.com E-Mail | Print | Share
HOW GREEN? :
TECH TUESDAY It's a long way from Manitoba to Bulgaria — and phone calls from one to the other can get

really expensive. o ’<’
ARCHAEOLOGY E

That's what one hapless Canadian small-business owner discovered after a hacker broke into — s 3
CYBERSECURITY his company's voice-mail system and placed hundreds of calls to the Balkan nation, landing him ~ Cloud Next Stop: Animal Hou

with a $43,000 phone bill. Commuting ~ HAL? Blues
EVOLUTION AND
PALEONTOLOGY “If | have to pay that whole bill out of my own pocket, 'm looking at having to lay off one of my SCITECH

employees,” Alan Davison, owner of HUB Computer Solutions in Winnipeag, told the Winnipeg

NATURAL SCIENCE - ; : : : + Salvage firm locates legendary warship
Frg_e l?ress. Its quite obvious something was right out of whack. There were hundreds of phone o Solentials amionsly monitor MY Redoubi
‘ | 111}
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VAST

VIPER Assessment Security Tools

Shell - Konsole

iaxflood/iaxflood 10.0.0.232 10.0.0.250 1000

Will flood port 4569 from port 4569 1000 times
We have IP_HDRINCL

ber of Packets sent
Sent 1000
bt udpflood/udpflood 10.0.0.232 10.0.0.250 4569 4569 1000
Will flood port 4569 from port 4569 1000 times
We have IP_HDRINCL

Number of Packets sent

Sent 1000

tcpsynflood/junotcpsynflood 10.0.0.250 5060
juno.c by Sorcerer of DALnet
death to 10.0.0.250:5060

-- statistics
packets sent:
bytes sent: 31268940
seconds active: 5
average bytes/second: 6253788
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